The natural space radiation environment must be considered when microelectronic components are selected for use in space instruments. The designer must be concerned with damage effects due to the total accumulated doses as well as soft upsets and latchup caused by single nuclear events. Methods of estimating the importance of these problems will be discussed and treatments for them will be described.
Introduction
The natural radiation environment in space has long been known to affect electronics used in spacecraft. Radiation effects on electronics are of two classes: those caused by the total accumulated radiation dose over the life of the mission and those caused by single particle events.
Total Dose
The importance of the radiation dose received by spacecraft electronics has been recognized since the early days of space exploration.
The total accumulated dose can cause *changes in the operating characteristics of microelectronic components. As the dose builds up, it causes voltage shifts or other changes in the operating characteristics of the microcircuit that eventually become large enough to cause the circuit to malfunction13.
Estimates of the total dose at various shielding depths have been made for many spacecraft orbits (for an example, see ref. 1). These estimates together with measured total dose tolerances2,! can be used to select components that will operate reliably for the life of the mission.
Single Event Effects
There are two important single event effects to be considered; soft upsets and latchup. A soft upset is an unexpected change in the logic state of a single digital bit. The microcircuit is not damaged and the bit can be rewritten to either state. Soft upsets were first observed on a satellite in the early 70's16. Figure 1 shows a single microcircuit in a dynamic random access memory. The data is stored as electrical charge on the capacitor in Figure la . Figure lb shows how this circuit is arranged on the chip. The capacitor is just the gate junction. If this junction is charged when an intensely ionizing particle passes through it, the hole-electron pairs created by the ionization will be collected by the capacitor, *This work was supported by NAVELEX under the NRL Survivability/Vulnerability Program. tending to neutralize its charge. If the particle is sufficiently ionizing, the charge on the capacitor will be neutralized and the logic state of the microcircuit will be changed. Soft upsets can occur in any of the logic circuits used in modern microelectronics.
The details of the mechanism differ, but one element is always the same; if the intensely ionizing particle event can create a sufficient number of hole-electron pairs in a short path, an upset will occur. The FET transistor is a switch used to connect the capacitor to the sense line so that it may be read and refreshed. (b) Shows the way this circuit is formed on the chip. The capacitor is just the junction of the FET transistor.
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Latchup is said to occur when a single bit gets "latched" into one state and cannot be reset. The bit can be unlatched by turning off the power to the device, then turning it back on. Latchups, caused by single intensely ionizing particles, were first observed in earl accelerator tests of static random access memoriesl . Latchup occurs only in certain types of microcircuits. In some cases, latchup can result in permanent damage if the current being supplied to the chip is not carefully limited. The details of the latchup mechanism are similar to U.S. Government work not protected by U.S. copyright. those for soft upset and differ from one circuit to another, again with the same common element; an intensely ionizing particle must create a large number of hole-electron pairs in a short path length.
Treatments for Single Event Effects
Several things can be done to circumvent the problems caused by single intensely ionizing particles. Components which are able to latchup can be avoided or provisions can be made to limit the current to these components and turn them off and on if they do latchup. Components can also be selected that are insensitive to soft upset so that the risk of soft upset is low. Until recently, this meant avoiding modern low power LSI and VLSI components, but in the past year a CMOS RAM circuit has been developed that is very insensitive to soft upset.4
It is often not possible to avoid the use of soft-upset-sensitive components, without exceeding weight and power allowances, so provisions must be made to deal with soft upsets. In the case of memories, error-correcting circuitry can be used to protect memory, where programs and important data tables are stored. It is important to make periodic passes through the memory reading and correcting every word18. Records should be kept of where and when errors are found. If the rate at which errors are found increases, the frequency of error correcting passes through the memory should be automatically increased. If the same error is found repeatedly in the same location, this is an indication that a latchup or a hard failure has occurred, and provisions must be made to deal with these as well.
Microprocessors pose a special problem because soft upsets here can have unpredictable effects. Most designers use "watch-dog" circuits to catch the microprocessor when it goes astray. Before the microprocessor is caught, however, it can overwrite memory or data and it may also send spurious commands. Provisions must be made to insure that no damage can be done by the errant microcomputer. Provisions must also exist to reload and reset the entire system controlled by the microcomputer. Since ground intervention may be necessary to recover operation, it is important that upsets in microprocessors be rare events.
Prediction of Single Event Effect Rates
Accelerator tests have shown that single-event effects can be caused either by the direct ionization of heavy ions originating outside the spacecraft,17 or by the products of nuclear reactions between protons or neutrons and the silicon nuclei in the device19. These two cases must treated separately.
In the case of the direct-ionization from heavy ions, the rates of soft upsets and latchups can be predicted in much the same way. The first step is to determine the number of sensitive points in the circuit. This can be done by circuit analysis.
Next, the effective size of the sensitive volume must be determined. This is done by analysis of the manutacturing process and experimental measurements of the upset cross section in beams of intensely ionizing particles. These experiments also serve to determine the critical charge, i.e., the number of hole-electron pairs that must be created by the ionizing particle to procedure, for three described in Ref. 5. cause an upset. This particular devices, is
The charged particle environment inside the spacecraft must also be estimated. The data on the near-earth radiation environment has been reviewed6,7 and models have been constructed that describe the energy spectra of the various particles capable of causing single particle effects. For those upsets caused by the direct ionization of heavy ions originating outside the spacecraft, we may assume that the rate at which the ions produce hole-electron pairs does not change over the dimensions of a sensitive volume. The ability of an ionizing particle to produce hole-electron pairs is determined by its LET (Linear Energy Transfer) divided by 3.6 electron volts for each hole-electron pair in silicon. This allows us to make use of LET (linear energy transfer) spectra in estimating the upset rate. The LET spectra inside a spacecraft have been computed from the environmental models.8,9 These results show a large variability for spacecraft operating at geosychronous orbit and beyond due to the large variability in the interplanetary weather conditions. In low earth orbit there are large uncertainties in the LET spectra because of our lack of knowledge of the near-earth particle environment6. 
